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Technical Bulletin 25751
Secure Real-Time Transport Protocol on SoundPoint® IP Phones

This technical bulletin provides detailed information on how the SIP 
application has been enhanced to support Secure Real-Time Transport 
Protocol (SRTP).

This information applies to SoundPoint IP phones running SIP application 
version 2.2.1 or later, except for SoundPoint IP 300 and 500 phones.

Introduction
Secure Real-Time Transport Protocol (SRTP) provides means of encrypting the 
audio stream(s) of VoIP phone calls to avoid interception and eavesdropping 
on phone calls. Both RTP and RTCP signaling may be encrypted using an AES 
algorithm as described in RFC3711. When this feature is enabled, phones will 
negotiate with the other end-point whether and what type of encryption or 
authentication to utilize for the session. This negotiation process is compliant 
with RFC4568 (Session Description Protocol (SDP) Security Descriptions for 
Media Streams).

Authentication proves to the phone receiving the RTP/RTCP stream that the 
packets are from the expected source and have not been tampered with. 
Encryption modifies the data in the RTP/RTCP streams so that, if the data is 
captured or intercepted, it cannot be understood—it sounds like noise. Only 
the receiver knows the key to restore the data.

A number of configuration parameters have been added to allow you to turn 
off authentication and encryption for RTP and RTCP streams. This is done 
mainly to allow the system administrator to reduce the CPU usage on “legacy” 
Polycom phones in certain deployment scenarios (for example, if three-way 
local conferencing is required). The SoundPoint IP 301, 501, 600 and 601 are 
collectively referred to a “legacy” platforms in this document.

If the call is completely secure (RTP authentication and encryption and RTCP 
authentication and RTCP encryption are enabled), then the user sees a padlock 

symbol  appearing in the last frame of the connected context animation 

(two arrow moving towards each other).

Note When SRTP is enabled on Polycom's “legacy” platforms, they may exceed their 
CPU capacity if local conference bridging is attempted using authentication and 
encryption of the media stream. Local Conference Bridging on SoundPoint IP 301, 
501, 600 and 601 phones should be disabled when SRTP is utilized using G.711 
codecs.
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In SIP 2.2, the SRTP feature has been implemented in a very configurable 
manner. The reasons for this are:

• To allow deployment in a mixed environment where some elements of the 
solution are SRTP capable and some are not

• To allow for partial security and controlled CPU usage by Polycom legacy 
devices (SoundPoint IP 301, 501, 600, and 601) which do not have sufficient 
processor power to run full SRTP in a three-way conference with G.711 as 
the codec.

The subsequent sections of this technical bulletin outline possible deployment 
scenarios for the feature.

Terminology
Before you read this document, it is important to understand certain 
terminology and become familiar with the authentication/encryption 
configuration as described in the RFC 3711 and RFC 4568 (listed in the 
References on page 10).

SIP 2.2 Secure Real-Time Transport Protocol Implementation

Overview
In this scenario a local media server is used for functions such as call recording 
and voice mail operations. This media server is SRTP capable. A PSTN 
gateway is deployed that is not SRTP capable. The various connections 
possible are depicted in the figure below.

As a result the phones need to be capable of one of the following:

• Connecting using SRTP when connecting to the media server or one 
another 

• Connecting using regular RTP when connecting directly to the gateway

The following sections describe three SRTP scenarios.

Configuration file parameters are described in Configuration File Changes on 
page 7.

Note In the sip.cfg configuration file, parameters for legacy phones are denoted by “leg”.

Note The figures in the following sections show the audio connection paths with SIP 
server and signalling paths.
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Scenario One: Mixed SRTP and Non-SRTP Endpoints
In this scenario, the following assumptions are made:

• Legacy phones are used, including a SoundPoint IP 601 with full SRTP for 
point-to-point calls.

• The system administrator disables local conferencing on the legacy 
phones.

The following sip.cfg configuration file changes are suggested:

sec.srtp.enable="1" 
sec.srtp.leg.enable="1" 
sec.srtp.offer="1" 
sec.srtp.leg.allowLocalConf="0"
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A SoundPoint IP phone configured as above will send the following media 
descriptions in its SDP:

m=audio 2230 RTP/SAVP 0 8 18 101
a=sendrecv
a=crypto:1 AES_CM_128_HMAC_SHA1_80 
inline:nl326xLShGuIXLMkyqo+ExM5GPbz+MLbWMZotRRI
a=rtpmap:0 PCMU/8000
a=rtpmap:8 PCMA/8000
a=rtpmap:18 G729/8000
a=rtpmap:101 telephone-event/8000
m=audio 2230 RTP/AVP 0 8 18 101
a=rtpmap:0 PCMU/8000
a=rtpmap:8 PCMA/8000
a=rtpmap:18 G729/8000
a=rtpmap:101 telephone-event/8000

Scenario Two: Full Security
In this scenario, the following assumptions are made:

• All elements of the solution are SRTP-capable so security is mandated.
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The following sip.cfg configuration file changes are suggested:

sec.srtp.enable="1" 
sec.srtp.leg.enable="1" 
sec.srtp.offer="1" 
sec.srtp.require="1" 

A SoundPoint IP phone configured as above will send the following media 
descriptions in its SDP:

m=audio 2222 RTP/SAVP 0 8 18 101
a=sendrecv
a=crypto:1 AES_CM_128_HMAC_SHA1_80 
inline:W1AGU0FjVJv0avRW8JgztcoE6B2dBAyIlXCdQh7w
a=rtpmap:0 PCMU/8000
a=rtpmap:8 PCMA/8000
a=rtpmap:18 G729/8000
a=rtpmap:101 telephone-event/8000

Scenario Three: SoundPoint IP 601 Endpoint
In this scenario, the following assumptions are made:

• The SoundPoint IP 601 is configured with full SRTP on, but encryption 
only. The SoundPoint IP 601 will not accept authentication (calls ignored 
if offered) and all other phones will not offer authentication.



Technical Bulletin

SoundPoint ® IP, SIP 2.2.1

6

The following sip.cfg configuration file settings are suggested:

sec.srtp.enable="1" 
sec.srtp.leg.enable="1" 
sec.srtp.offer="1" 
sec.srtp.sessionParams.noAuth.offer="1" 
sec.srtp.sessionParams.leg.noAuth.offer="1" 
sec.srtp.sessionParams.leg.noAuth.require="1" 
sec.srtp.sessionParams.IP_4000.noAuth.offer="1" 

A SoundPoint IP phone configured as above will send the following media 
descriptions in its SDP:

m=audio 2224 RTP/SAVP 0 8 18 101
a=sendrecv
a=crypto:1 AES_CM_128_HMAC_SHA1_80 
inline:ApP9lqvXICbkc18R6P+OBNErRM5Jwa3kmhn84idw UNAUTHENTICATED_SRTP
a=rtpmap:0 PCMU/8000
a=rtpmap:8 PCMA/8000
a=rtpmap:18 G729/8000
a=rtpmap:101 telephone-event/8000
m=audio 2224 RTP/AVP 0 8 18 101
a=rtpmap:0 PCMU/8000
a=rtpmap:8 PCMA/8000
a=rtpmap:18 G729/8000
a=rtpmap:101 telephone-event/8000

Recommended Practices for Secure Real-Time Transport 
Protocol

When secure media communications is required, the following practices are 
recommended:

1. All elements of the communication should be SRTP capable.

2. Transport Layer Security (TLS) should be used when SRTP is used. If TLS 
is not used, the initial encryption keys will be passed in “the clear” such 
that an eavesdropper can intercept them and potentially use them to 
decrypt the media streams.

3. Media encryption places an increased CPU loading onto devices and 
Polycom recommends that only SoundPoint IP 330/320, 430, 550, and 650 
desktop phones are utilized.

4. The use of encrypted signalling and media will make it more difficult to 
diagnose any deployment issues that may arise. Careful thought should 
be given to how system level issues will be investigated as part of the 
system design, for example, provide a mechanism to turn off SRTP 
during testing.
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Configuration File Changes
Configuration changes can performed centrally at the boot server:

Security in Application Configuration File

This configuration attribute is defined as follows:

.

Central 
(boot server)

Configuration File: 
sip.cfg

Specify the parameters to enable and disable SRTP.
• For more information, refer to the following section, Security in 

Application Configuration File.

Note As per RFC 3711, you cannot turn off authentication of RTCP.

Note For SoundPoint IP 301, 501, 600, and 601 legacy phones, use “leg” tagged session 
parameters. For example, use sec.srtp.sessionParams.leg.noAuth.offer.
For SoundStation IP 4000 phone, use “IP_4000” tagged session parameters. For 
example, use sec.srtp.sessionParams.IP_4000.noAuth.offer.
For all other phones, use untagged session parameters. For example, use 
sec.srtp.sessionParams.noAuth.offer.

Attribute
Permitted 
Values Default Interpretation

sec.srtp.enable 0, 1 Null If set to 1, the phone accepts SRTP offers.
If set to 0 or Null, the phone always declines SRTP offers.

sec.srtp.leg.allowLoca
lConf

0, 1 Null The error “Service unavailable" is displayed if the user 
tried to create a conference with 
sec.srtp.leg.allowLocalConf set to 0 and without 
voIpProt.SIP.conference.address set. 
If voIpProt.SIP.conference.address is set, the value 
of sec.srtp.leg.allowLocalConf is irrelevant. 
If sec.srtp.leg.enable is set to 0 or Null, then the value 
of sec.srtp.leg.allowLocalConf is irrelevant, as the 
local conference is allowed.

sec.srtp.leg.enable 0, 1 Null If set to 1, the phone always declines SRTP offers.
If set to 0 or Null, the phone accepts SRTP offers.

sec.srtp.offer 0, 1 Null If set to 1, the phone includes a secure media stream 
description along with the usual non-secure media 
description in the SDP of a SIP INVITE. This is for the 
phone initiating (offering) a phone call. 
If set to 0 or Null, no secure media stream is included in 
SDP of a SIP invite.
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sec.srtp.require 0, 1 Null If set to 1, the phone is only allowed to use secure media 
streams. Any offered SIP INVITEs must include a secure 
media description in the SDP or the call will be rejected. 
For outgoing calls, only a secure media stream 
description is include in the SDP of the SIP INVITE, 
meaning that the non-secure media description is not 
included. If sec.srtp.require is set to 1, 
sec.srtp.offer is logically set to 1 no matter what the 
value in the configuration file.
If set to 0 or Null, secure media streams are not required.

sec.srtp.offer.HMAC_
SHA1_80

0, 1 Null If set to 1 or Null, a crypto line with the 
AES_CM_128_HMAC_SHA1_80 crypto-suite will be 
included in offered SDP.
If set to 0, the crypto line is not included.
Note: This attribute was added in SIP 2.2.1 .

sec.srtp.offer.HMAC_
SHA1_32

0, 1 Null If set to 1, a crypto line with the 
AES_CM_128_HMAC_SHA1_32 crypto-suite will be 
included in offered SDP.
If set to 0 or Null, the crypto line is not included.
Note: This attribute was added in SIP 2.2.1 .

sec.srtp.key.lifetime 0, positive 
integer 
minimum 1024

Null The master key lifetime used for the cryptographic 
attribute in the SDP. The value specified is the number of 
SRTP packets. 
If set to 0 or Null, the master key lifetime is not set.
If set to 1 or greater, master key lifetime is set. 
The default setting should be suitable for most 
installations. When the lifetime is set greater than 0, a 
re-invite with a new key will be sent when the number of 
SRTP packets sent for an outgoing call exceeds half the 
value of the master key lifetime. 
Note: Setting this parameter to a non-zero value may 
affect performance of the phone.

sec.srtp.mki.enabled 0, 1 Null The master key identifier (MKI) is an optional parameter 
for the cryptographic attribute in the SDP that uniquely 
identifies the SRTP stream within an SRTP session. MKI 
is expressed as a pair of decimal numbers in the form: 
|mki:mki_length| where mki is the MKI value and 
mki_length its length in bytes.
If set to 1, a four-byte MKI parameter is sent within the 
SDP message of the SIP INVITE / 200 OK.
If set to 0 or Null, the MKI parameter is not sent.

Attribute
Permitted 
Values Default Interpretation
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sec.srtp.sessionPara
ms.noAuth.offer
sec.srtp.sessionPara
ms.leg.noAuth.offer
sec.srtp.sessionPara
ms.IP_4000.noAuth.of
fer

0, 1 Null If set to 1, no authentication of RTP is offered. A session 
description that includes the UNAUTHENTICATED_SRTP 
session parameter is sent when initiating a call.
If set to 0 or Null, authentication is offered.

sec.srtp.sessionPara
ms.noAuth.require
sec.srtp.sessionPara
ms.leg.noAuth.require
sec.srtp.sessionPara
ms.IP_4000.noAuth.r
equire

0, 1 Null If set to 1, no authentication of RTP is required.
A call placed to a phone configured with noAuth.require 
must offer the UNAUTHENTICATED_SRTP session 
parameter in its SDP.
If sec.srtp.sessionParams.noAuth.require is set to 1, 
sec.srtp.sessionParams.noAuth.offer is logically set 
to 1 no matter what the value in the configuration file.
If set to 0 or Null, authentication is required.

sec.srtp.sessionPara
ms.noEncrypRTCP.off
er
sec.srtp.sessionPara
ms.leg.noEncrypRTC
P.offer
sec.srtp.sessionPara
ms.IP_4000.noEncryp
RTCP.offer

0, 1 Null If set to 1, no encryption of RTCP is offered. A session 
description that includes the UNENCRYPTED_SRTCP 
session parameter is sent when initiating a call.
If set to 0, or Null, encryption of RTCP is offered.

sec.srtp.sessionPara
ms.noEncrypRTCP.re
quire
sec.srtp.sessionPara
ms.leg.noEncrypRTC
P.require
sec.srtp.sessionPara
ms.IP_4000.noEncryp
RTCP.require

0, 1 Null If set to 1, no encryption of RTCP is required.
A call placed to a phone configured with noAuth.require 
must offer the UNENCRYPTED_SRTCP session 
parameter in its SDP.
If sec.srtp.sessionParams.noEncryptRTCP.require is 
set to 1, 
sec.srtp.sessionParams.noEncryptRTCP.offer is 
logically set to 1 no matter what the value in the 
configuration file.
If set to 0 or Null, encryption of RTCP is required.

Attribute
Permitted 
Values Default Interpretation
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sec.srtp.sessionPara
ms.noEncrypRTP.offe
r
sec.srtp.sessionPara
ms.noEncrypRTP.offe
r
sec.srtp.sessionPara
ms.noEncrypRTP.offe
r

0, 1 Null If set to 1, no encryption of RTP is offered. A session 
description that includes the UNENCRYPTED_SRTP 
session parameter is sent when initiating a call.
If set to 0, or Null, encryption of RTP is offered.

sec.srtp.sessionPara
ms.noEncrypRTP.req
uire
sec.srtp.sessionPara
ms.leg.noEncrypRTP.r
equire
sec.srtp.sessionPara
ms.IP_4000.noEncryp
RTP.require

0, 1 Null If set to 1, no encryption of RTP is required.
A call placed to a phone configured with noAuth.require 
must offer the UNENCRYPTED_SRTP session parameter 
in its SDP.
If sec.srtp.sessionParams.noEncryptRTP.require is 
set to 1, 
sec.srtp.sessionParams.noEncryptRTP.offer is 
logically set to 1 no matter what the value in the 
configuration file.
If set to 0 or Null, encryption of RTP is required.

Attribute
Permitted 
Values Default Interpretation
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